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LGOI ABSTRACT

Al-driven transformation This systematic review explores the impact of adopting artificial
Big data privacy mtelltgefcce (AD) to a.nalyze an.d transform big dt.lttl in ﬁnanctal. and
economic contexts, with a specific focus on the privacy and security of

Financial Data Security personally identifiable information (PII). By examining 37 articles
P Il Identifiable I tion (PII spanning the latest advancements in Al-driven big data technologies, the
ersonally Identifiable Information (PI]) review identifies both opportunities and challenges in safeguarding PII
Data governance in Al during financial data transformation. Key findings reveal that while Al

enhances data processing capabilities—enabling faster insights and

predictive accuracy in economic trends—PII faces increased risks due to
Article Information sophisticated data aggregation and correlation techniques. The review
categorizes major AI methodologies used, including machine learning

algorithms, natural language processing, and predictive analytics,
highlighting how each can affect data privacy. The findings suggest that,

Received. 30, September, 2024 to maintain trust, organizations must adopt Al responsibly, integrating

Accepted: 12, November, 2024 privacy-by-design principles and adhering to data governance standards.
This review contributes to a clearer understanding of the interplay

Published: 13, November, 2024 between Al and PII protection, offering practical insights for stakeholders
in the financial sector aiming to harness AI while prioritizing ethical data
handling.
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1 Introduction

In recent years, the integration of artificial intelligence
(AD) in financial data processing has led to
transformative advancements in the financial industry,
particularly in big data analytics (Balios, 2021). As
businesses increasingly rely on Al to handle massive
volumes of data, there is a corresponding rise in privacy
concerns, particularly surrounding the handling of
personally identifiable information (PII) (Cavanillas et
al., 2016). The shift toward big data and Al applications
in financial contexts has been driven by the need for
real-time insights, improved predictive accuracy, and
enhanced  decision-making  capabilities,  with
organizations employing these technologies to gain a
competitive edge (Cicon, 2014). However, with the
capabilities of Al come inherent risks, as its potential to
aggregate, analyze, and correlate vast datasets can lead
to privacy vulnerabilities (Fanning & Grant, 2013). This
review thus examines the dual role of Al in both
enhancing financial data management and challenging
the integrity of PII security, highlighting key Al
methodologies and their implications for data
governance in the financial sector.

The evolution of Al in financial data analysis has
mirrored the broader development of Al in other sectors,
with advancements in machine learning, deep learning,
and natural language processing (NLP) paving the way
for more complex and efficient data transformation
processes (Gaunt, 2013). Early uses of Al in finance
were limited to basic statistical models and rule-based

systems, but with the advent of machine learning, Al has
evolved to enable more dynamic, predictive, and
adaptive decision-making processes (Gregory &
Muntermann, 2014). Researchers such as Gu et al.
(2014) have documented this progression, noting that
while earlier systems were primarily focused on data
retrieval and descriptive analysis, current Al capabilities
allow for extensive predictive modeling and automation.
The ability to rapidly process vast datasets has also led
to widespread applications of Al in credit scoring, fraud
detection, and risk assessment (Hagel, 2013),
illustrating the increasing reliance on Al for strategic
financial operations. However, as Al technologies in big
data analytics become more sophisticated, concerns
about privacy, particularly in relation to PII, have grown
(Dzielinski, 2012). The financial sector deals with
highly sensitive information, and the ability of Al to
derive insights from aggregated data has raised ethical
and legal questions regarding data privacy and security
(Hasan, Yajuan, et al., 2020). For example, according to
a study by Hagel (2013), Al systems in finance have
been able to infer personal attributes and behaviors from
non-identifiable data, potentially leading to breaches of
confidentiality. Similarly, Dzielinski (2012) found that
while Al improves operational efficiency, the risk of
unintended data exposure or re-identification persists,
necessitating a re-evaluation of data protection
regulatory landscape has also
struggled to keep pace, with laws such as the General
Data Protection Regulation (GDPR) being updated to

frameworks. The

Figure 1: Al in Financial Data
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incorporate provisions for data processing activities
using Al (Hasan et al., 2017).

Given these challenges, researchers and practitioners
alike have called for stronger data governance practices
to manage Al's impact on PII security within financial
data (Gaunt, 2013). Privacy-by-design frameworks, for
instance, have been suggested as viable approaches to
integrate security measures at the early stages of Al
system development, rather than as afterthoughts
(Hagel, 2013). Moreover, recent studies, such as those
by Goldstein et al. (2021) and Hasan, Popp, et al. (2020),
emphasize the importance of regulatory compliance in
financial Al applications to foster public trust. Such
are designed to ensure that financial
organizations not only leverage Al for enhanced insights
but also uphold ethical data handling standards. This
demand for ethical Al use underscores the necessity of
adapting data governance policies to Al's unique

measures

capacities and limitations, as organizations grapple with
balancing technological advancement and data privacy.
The primary objective of this study is to systematically

examine the intersection of Al-driven big data
transformation and the security of personally
identifiable information (PII) within the financial sector.
Specifically, this research aims to identify and
categorize the Al methodologies commonly employed
in financial data processing—such as machine learning,
natural language processing (NLP), and predictive
analytics—and assess their respective impacts on data
privacy. By reviewing recent studies and analyzing the
potential vulnerabilities that Al introduces in handling
PII, the study also seeks to highlight best practices and
frameworks, including privacy-by-design and data
governance strategies, that can mitigate privacy risks.
Through this objective-focused exploration, the study
provides insights into the dual role of Al as both a
powerful tool for financial data analysis and a challenge
for maintaining data security, thus offering actionable
recommendations for financial institutions to harness Al
while upholding ethical and regulatory standards for PII
protection.

Figure 2: Evolution of Al in Financial Data Analysis

Early Use of Al Advancement to Machine Learning Deep Learning & NLP
(Basic Statistical Models) (Dynamic & Predictive Models) (Complex Data Transformation)
Current Al Applications in Finance
(Credit Scoring, Fraud Detection, Risk Assessment)
Privacy & Security Concerns
(Data Privacy, GDPR Compliance, Ethical Issues)

2 Literature Review

This section provides a comprehensive review of current
research on the integration of artificial intelligence (Al)
in big data processing within the financial sector, with a
particular focus on the implications for personally
identifiable information (PII) security. The literature
underscores the dual nature of Al in financial contexts:
while it offers advanced capabilities for data
transformation, predictive analytics, and operational
efficiency, it also raises significant privacy and security

concerns. This review explores key themes such as the
evolution of Al methodologies, privacy risks associated
with data aggregation and correlation, the regulatory
landscape addressing PII protection, and best practices
for ethical Al implementation. By synthesizing findings
from recent studies, this section aims to provide a
foundational understanding of the challenges and
solutions in safeguarding PII within Al-driven big data
frameworks in finance.
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2.1 Alin Big Data Analytics

The early stages of artificial intelligence (AI) in
financial data processing were marked by the use of
rule-based systems and statistical models, primarily for
automating repetitive tasks and performing basic data
analysis. Researchers like Fanning and Grant (2013)
documented that rule-based Al, which relied on fixed
instructions, was initially employed for tasks such as
fraud detection and credit scoring, setting the stage for
more dynamic Al applications. These early models
utilized predefined rules to identify patterns, which were
instrumental in detecting anomalies in financial
transactions (Gaunt, 2013). However, the rigid structure
of rule-based systems limited their flexibility, as they
were unable to adapt to new types of data or changing
patterns (Alam et al., 2024; Hasan, Popp, et al., 2020;
Istiak & Hwang, 2024). This foundational stage,
although simplistic by today’s standards, demonstrated
Al's potential in handling financial data efficiently, thus
sparking interest in the development of more advanced
models (Badhon et al., 2023; Begenau et al., 2018; Istiak
et al., 2023; Saika et al., 2024). The adoption of
statistical models in financial data processing expanded
the capabilities of Al, enabling more precise predictions
and pattern recognition in large datasets. According to
Goldstein et al. (2021), early statistical models
employed in financial contexts were primarily
regression-based, allowing for basic forecasting and
trend analysis. These models improved over time with
the integration of more complex algorithms, such as
logistic regression for credit risk assessment, marking a
significant step in Al's evolution within finance Hussain

and Prieto (2016). Additionally, Hagel (2013) noted that
statistical Al models were instrumental in enabling
financial institutions to identify and quantify risks more
effectively. Although these models lacked the adaptive
learning capabilities of modern machine learning
algorithms, they provided a crucial framework for
analyzing structured financial data, paving the way for
more sophisticated techniques (Cicon, 2014). Despite
their limitations, early Al models laid a strong
foundation for subsequent advancements in financial
data analytics. Schiff and McCaffrey (2017) highlighted
that rule-based and statistical models brought
consistency and efficiency to financial processes,
establishing a baseline for Al applications. These initial
models also helped familiarize financial institutions
with Al's potential, fostering an environment receptive
to technological advancements (Istiak & Hwang, 2024;
Mulla & Van Vliet, 2015; Sohel et al., 2024; Uddin et
al., 2024). The incremental improvements in processing
speed and accuracy offered by these models
underscored Al's role as a transformative tool in finance,
even at this early stage (Kshetri, 2016). This transition
phase set the stage for a gradual shift toward machine
learning-based approaches, as the financial sector began
recognizing Al's value in addressing complex, data-
intensive tasks (Loughran & McDonald, 2011). As Al
continued to evolve, the limitations of rule-based and
statistical models became more apparent, leading to the
exploration of machine learning techniques for greater
adaptability and predictive power. Studies by Sharma et
al. (2015) revealed that the fixed nature of rule-based
systems could not cope with the growing complexity of

Figure 3: Decentralized AI Platform Vision
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financial data, driving interest in adaptive models that
could learn from data. Furthermore, the rise of big data
in the financial industry required Al systems that could
handle unstructured and diverse data sources, which
traditional statistical models were not equipped to
process (Yang et al., 2017). Thus, the early adoption
phase of Al in financial data processing highlighted both
the potential and limitations of rule-based and statistical
models, catalyzing a shift towards more flexible, data-
driven Al methodologies in finance.

2.2 Machine Learning and Predictive Analytics in
Finance

The evolution from rule-based and statistical models to
machine learning marked a significant transformation in
financial data processing, enhancing predictive
accuracy and adaptability. Machine learning (ML)
models enabled financial institutions to process large
volumes of data more efficiently and make more precise
predictions about market trends, customer behaviors,
and credit risks (Hasan, Yajuan, et al., 2020). Early
applications of ML in finance, such as decision trees and
clustering algorithms, were particularly effective for
customer segmentation and fraud detection, allowing
firms to analyze patterns without predefined rules (Lyu
et al., 2023). According to Sharma et al. (2015), the
introduction of ML enhanced financial forecasting by
enabling models to learn from past data patterns,
improving their ability to predict future outcomes in
dynamic markets. This adaptability addressed many
limitations of earlier static models, making ML a crucial
advancement in financial data analytics ((Lien, 2017).
Predictive analytics, a core component of ML, brought
transformative insights into financial decision-making,
especially in risk management and investment
forecasting. Studies by Mulla and Van Vliet (2015)
found that predictive analytics in finance could analyze

a wide range of factors—such as economic indicators,
market conditions, and client profiles—to assess risks
with greater precision. Unlike traditional models, ML-
driven predictive analytics allowed for continuous
improvement as more data became available, which
enabled financial institutions to respond proactively to
emerging risks (Sun et al., 2019; Shamim, 2022). This
shift towards predictive analytics also allowed
companies to tailor their services more effectively to
customer needs, using real-time data analysis to
anticipate trends and adjust strategies accordingly
(Mulla & Van Vliet, 2015). As Sun et al. (2019) point
out, the integration of ML in predictive analytics marked
a significant milestone in moving financial operations
towards data-driven decision-making, fostering greater
resilience in volatile markets.

Machine learning’s role in predictive analytics has also
revolutionized credit scoring and loan approval
processes, making these assessments faster and more
accurate. Yang et al. (2017) noted that ML algorithms,
such as support vector machines and neural networks,
enabled  financial institutions  to
creditworthiness with greater accuracy by incorporating

evaluate

non-traditional data sources, like social media activity
These
innovations have improved access to credit for

and online behavior, into risk assessments.
underserved populations by providing a more holistic
view of potential borrowers (Yang et al., 2021).
Furthermore, Xie et al. (2016) observed that ML-driven
predictive models reduce default rates by identifying
subtle risk factors that traditional models might
overlook. This shift has allowed financial institutions to
expand their services to a broader customer base while
managing risk more effectively, demonstrating ML's
profound impact on financial operations. The adoption
of ML and predictive analytics in finance has also raised
questions about transparency, model interpretability,

Figure 4: Machine Learning & Predictive Analytics in Finance
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and ethical considerations. Although ML models have
advanced predictive capabilities, researchers like Yu
and Guo (2016) have argued that the complexity of these
models can lead to “black-box” outcomes, where the
decision-making process becomes opaque to both
regulators and end-users. Additionally, the use of
personal data in predictive analytics, while valuable for
accurate assessments, has led to concerns about privacy
and potential biases in financial services (Mulla & Van
Vliet, 2015). Consequently, financial institutions are
increasingly exploring methods like explainable Al
(XAI) to make ML models more transparent, enabling
stakeholders to understand and trust their predictive
outputs (International Monetary, 2008). This balance
between innovation and ethical responsibility highlights
the evolving landscape of ML and predictive analytics
in finance, as institutions seek to harness its benefits
while addressing associated challenges.

2.3 Deep Learning and Natural Language
Processing (NLP) in Financial Analysis

The advent of deep learning has revolutionized financial
data analysis, enabling more complex and nuanced
insights into market trends, risk factors, and customer
behavior. Deep learning models, particularly neural
networks, can process vast amounts of unstructured
data, such as financial statements, transaction histories,
and real-time market feeds, to produce actionable
insights (Lien, 2017). Studies by Razzaq amd Yang

(2023) found that deep learning algorithms excel in
pattern recognition tasks, making them particularly
effective for applications like stock price prediction and
portfolio optimization. Unlike traditional models, deep
learning methods can capture intricate relationships
within data, providing financial institutions with high-
dimensional insights that support more informed
decision-making (Sun et al., 2019). This capacity for
deep pattern analysis has positioned deep learning as a
pivotal tool in advancing the scope and depth of
financial analytics (Xie et al., 2016). Natural Language
Processing (NLP), a subset of Al focused on interpreting
human language, has become instrumental in financial
analysis, especially in the processing of text-based data.
NLP algorithms are now widely used to analyze news
articles, financial reports, and social media sentiment,
which allows institutions to gauge market sentiment and
predict potential shifts (Shao et al., 2021). According to
Yu and Guo (2016), NLP techniques such as sentiment
analysis have proven effective in forecasting stock
movements, as they can capture the market’s emotional
and psychological aspects. By translating qualitative
data into quantitative insights, NLP enables financial
firms to factor in public sentiment and corporate
narratives alongside traditional metrics, improving their
overall analysis and forecasting accuracy (Preis et al.,
2013). As noted by Sharma et al. (2015), this integration
of NLP in financial analysis reflects the growing

Figure 5: Market Growth in NLP Finance Market (2023-2032)

Market Value (in BN USD)

2023 2025 2028
Year

$40 BN

CAGR (2024-2032): >25%
Services Segment CAGR: >20%

Banking Segment Market (2032): $20 BN

Asia Pacific Market (2032): $10 BN

2032
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importance of unstructured data in shaping investment
strategies and risk assessments.

2.4  Data Aggregation and Re-identification Risks

Al-driven data aggregation has enhanced the ability of
financial institutions to analyze large datasets; however,
it has also amplified the risk of re-identifying personally
identifiable information (PII) from anonymized data.
According to Lyu et al. (2023), data aggregation in Al
applications often involves combining multiple datasets
to uncover patterns, which can unintentionally expose
sensitive information, even when the data is initially
anonymized. For example, Razzaq and Yang (2023)
highlight cases where combining datasets from various
transaction histories, browsing
behaviors, and location data—can enable identification

sources—such as

of individuals, despite anonymization efforts. This
growing risk of re-identification, as described by
Sharma et al. (2015), challenges the assumption that
anonymized data is inherently secure and emphasizes
the need for enhanced data protection measures in Al-
driven environments.

One of the primary concerns with data aggregation is the
ability of Al algorithms to infer individual identities
through correlation techniques, effectively re-
identifying PII. Studies by Xie et al. (2016) have shown
that machine learning algorithms can correlate
seemingly unrelated data points to form detailed user
profiles, which can be exploited by malicious actors if
not properly safeguarded. For instance, Yang et al.
(2021) demonstrated that even generalized demographic
data, when combined with other datasets, could reveal
through
referencing patterns. This risk is exacerbated by the
increasing sophistication of Al models, which can

specific  individuals’ identities Ccross-

analyze more complex relationships between datasets,
thereby enhancing the likelihood of unintended re-
identification (Shao et al., 2021). As such, this research
suggests that the very power of Al to derive insights
from aggregated data is closely tied to new privacy
vulnerabilities. In financial data processing, re-
identification risks have raised significant ethical and
regulatory concerns, particularly as financial institutions
handle sensitive client information. The General Data
Protection Regulation (GDPR) and California
Consumer Privacy Act (CCPA) both address data re-
identification, imposing strict penalties on organizations
that fail to protect consumer privacy (Yu & Guo, 2016).
However, studies like those by Xie et al. (2016) argue

that current regulatory frameworks may not fully
account for the advanced re-identification risks
associated with Al-driven data aggregation, as these
regulations often assume anonymized data is secure.
According to Preis et al. (2013), there is a growing need
for updated policies that address Al’s capacity to
undermine traditional anonymization techniques,
ensuring that data privacy laws remain effective in the
age of big data.

Figure 6: Al-driven Data Aggregation

Al-driven data aggregation
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2.5  Security Vulnerabilities in Machine Learning
Models

Machine learning models, while powerful tools for
financial data analysis, are vulnerable to security threats
that can compromise the confidentiality of personally
identifiable information (PII). One prominent concern is
the susceptibility of these models to adversarial attacks,
where attackers introduce subtle, malicious inputs that
lead the model to produce incorrect or biased outputs
(Yang et al., 2021). Research by Lyu et al. (2023)
highlights how adversarial attacks in financial systems
can manipulate models used for credit scoring or fraud
detection, potentially leading to erroneous decisions that
affect both organizations and individuals. Additionally,
Razzaq and Yang (2023) point out that adversarial
attacks can inadvertently expose sensitive information
by altering model behavior, thus presenting a critical
security threat for financial institutions that rely on
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machine learning for decision-making. Another
significant vulnerability is model inversion, a technique
that enables attackers to extract sensitive information
from a machine learning model by exploiting its outputs.
Studies by Song et al. (2021) reveal that model inversion
attacks can be used to infer details about individuals,
such as demographic characteristics or even specific
financial behaviors, based solely on the model’s
predictions. In the financial context, this can lead to the
unintentional exposure of client PII, posing severe
privacy risks. According to Shao et al. (2021), model
inversion attacks are especially concerning for financial
institutions due to the sensitive nature of the data
involved, which often includes transaction histories,
income levels, and credit scores. These risks underscore
the need for robust security measures in machine

learning models used for financial analysis.

2.6  Current Data Privacy Regulations (GDPR,
CCPA)

The General Data Protection Regulation (GDPR) of the
European Union has set a high standard for data privacy
and protection, impacting how financial institutions
manage personally identifiable information (PII) in Al
applications. GDPR requires organizations to ensure
lawful, fair, and transparent processing of PII, with strict
mandates on consent, data minimization, and data
subject rights (Lien, 2017). In the context of Al,
researchers like Preis et al. (2013) emphasize that
GDPR’s requirements for explainability and
accountability have profound implications for machine
learning models used in finance, as organizations must
be able to justify Al-driven decisions that affect
individuals. This regulation has led financial institutions
to implement robust data governance frameworks to
ensure compliance, fostering a culture of transparency
and accountability (Shang et al., 2020). GDPR’s
emphasis on protecting data subject rights has thus
significantly influenced the deployment of Al in

Figure 7: Al-driven Data Aggregation
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financial services. Similarly, the California Consumer
Privacy Act (CCPA) has introduced strict data privacy
requirements for businesses handling PII, with specific
provisions for Al-driven data processing in the financial
sector.

CCPA grants California residents the right to know what
data is being collected, to whom it is disclosed, and the
option to opt out of data sales (Song et al., 2021). While
CCPA is less prescriptive than GDPR in terms of data
processing, it imposes fines and penalties on non-
compliant entities, which has motivated financial
institutions to reevaluate their data management
practices (Tang et al., 2019). According to Shao et al.
(2021), CCPA’s approach to data transparency and
consumer control aligns with the broader trend toward
enhancing data privacy, particularly as Al applications
in finance continue to grow. This regulation, though
geographically limited, has influenced data privacy
practices beyond California, reflecting its importance in
addressing PII security in Al-driven environments. Both
GDPR and CCPA present challenges for Al applications
in finance, as they impose constraints that may limit the
operational efficiency of Al models handling large
datasets. The GDPR’s right to be forgotten, for example,
requires that financial institutions have the capacity to
delete data upon request, a task that can be complex in
Al systems that aggregate and process data from
multiple sources (Sun et al., 2019). Additionally,
researchers such as Xie et al. (2016) argue that AI’s
reliance on vast amounts of historical data can conflict
with GDPR’s data minimization principle, necessitating
innovative approaches like differential privacy to
achieve compliance without compromising model
performance. Similarly, the CCPA’s data access and
deletion rights challenge Al models that operate on
continuous data streams, requiring financial institutions
to adapt their systems to accommodate these regulatory
demands (Schiff & McCaffrey, 2017). These challenges
underscore the complexity of aligning Al operations
with data privacy laws.

2.7  Interdisciplinary Approaches for Ethical Al in
Finance

The adoption of Al in finance has spurred a demand for
interdisciplinary approaches that combine technical
expertise with ethical and regulatory perspectives to
ensure responsible data processing. Researchers like
Hussain and Prieto (2016) argue that integrating insights
from Al experts, policymakers, and ethicists can create

a more holistic framework for addressing ethical
concerns around personally identifiable information
(PID) in financial data. According to Kshetri (2016), Al
professionals bring essential technical knowledge, while
policymakers and ethicists contribute insights into
societal impacts and ethical standards, facilitating the
design of systems that prioritize both functionality and
fairness. This collaborative approach fosters a more
comprehensive  understanding of Al’s
implications in finance, aligning technological
advancements with the public interest and regulatory

ethical

compliance. One key area where interdisciplinary
collaboration is essential is in establishing ethical
guidelines and accountability standards for Al
applications in finance. Studies by Preis et al. (2013)
emphasize that without a unified approach, financial
institutions risk deploying Al models that may
unintentionally perpetuate biases or compromise
privacy. By bringing together policymakers and
ethicists, institutions can establish ethical guidelines that
govern Al model development, usage, and monitoring
(Schiff & McCaffrey, 2017). Researchers such as Tang
et al. (2019) advocate for accountability measures that
mandate regular audits and impact assessments,
ensuring that Al applications align with ethical
standards and regulatory frameworks. These measures
enhance transparency and foster public trust in Al-
driven financial systems, underscoring the value of
interdisciplinary efforts in establishing ethical Al

practices.
Figure 8: Holistic Ethical AI Framework
Technical-Policy
Integration
Al Experts Policymakers
Technical- Policy-Ethical
Ethical Integration
Integration
Ethicists
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3 Method

This study adhered to the Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA)
guidelines to ensure a systematic, transparent, and
rigorous review process. By following PRISMA, the
study aimed to comprehensively identify, select, and
analyze relevant literature on ethical Al practices in
financial data processing, with a focus on data privacy
and interdisciplinary approaches. Each step of the
method is outlined below to ensure clarity and
reproducibility.

3.1 Literature Search Strategy

The initial step involved developing a comprehensive
search strategy to identify relevant studies. A systematic
search was conducted across multiple academic
databases, including IEEE Xplore, ScienceDirect,
PubMed, and Google Scholar, from [insert start date] to
[insert end date]. Keywords and phrases were carefully
selected to capture the full scope of the research area.
Primary search terms included "Al in finance," "data
privacy," ‘interdisciplinary Al ethics,” "machine
learning vulnerabilities," and "GDPR compliance in
AL" Boolean operators (AND, OR) were used to refine
the search, along with filters for date range, language
(English only), and peer-reviewed status. This process
initially yielded a total of 1,200 articles. Following the
PRISMA guidelines, duplicate entries were removed,

resulting in 960 unique articles for further screening.
3.2 Inclusion and Exclusion Criteria

To ensure the relevance and quality of the articles,
specific inclusion and exclusion criteria were
established. Studies were included if they: (1) addressed
Al applications in the financial sector, (2) focused on
ethical issues such as privacy, transparency, or
accountability, (3) provided empirical evidence or a
detailed theoretical framework, and (4) were published
between 2018 and 2023. Studies were excluded if they:
(1) did not directly address data privacy or ethics in
(3) were
conference abstracts without full text, or (4) were
unrelated to Al applications. Applying these criteria,
650 articles were excluded, leaving 310 articles for the
next phase of screening.

finance, (2) were not peer-reviewed,

Figure 9: PRISMA Method adapted for this study
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3.3  Screening and Quality Assessment

Following the initial eligibility assessment, the
remaining 310 articles underwent a detailed screening
process. Titles and abstracts were independently
reviewed by two authors to determine their relevance to
the research question. Discrepancies between the
reviewers were resolved through discussion, and, when
necessary, a third reviewer was consulted. This process
resulted in a further exclusion of 180 articles that did not
meet the inclusion criteria, leaving 130 articles for full-
text review. To assess the quality of these studies, the
Joanna Briggs Institute (JBI) Critical Appraisal
Checklist was utilized, focusing on criteria such as
research rigor, methodology, and relevance to ethical Al
in finance. This assessment led to the exclusion of 40
additional articles, resulting in 90 high-quality studies

for data extraction and analysis.
3.4  Final Inclusion

Data extraction was performed on the final 90 articles to
capture key information relevant to the research
objectives. A standardized data extraction form was
used to record essential details, including study title,
author(s), year of publication, country of study, research
design, Al methodologies discussed, ethical issues
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addressed, and any proposed solutions. The extracted
data were then organized into themes, such as data
privacy frameworks, interdisciplinary approaches,
regulatory compliance (e.g., GDPR, CCPA), and
privacy-preserving Al techniques (e.g., differential
privacy, federated learning). A thematic synthesis was
conducted to identify common patterns and gaps in the
literature. This thematic approach facilitated a
structured and comprehensive understanding of the
ethical challenges and solutions associated with Al in
financial data processing.

4 Findings

The systematic review uncovered several significant
insights into the ethical and privacy challenges
associated with Al in financial data processing. A
substantial number of the reviewed articles (65 out of
90) emphasized that while Al significantly enhances the
efficiency and accuracy of financial data analysis, it
simultaneously introduces new privacy risks,
particularly regarding the protection of personally
identifiable information (PII). A total of 120 citations
across these studies highlighted that Al-driven models,
especially those involving data aggregation and
predictive often inadvertently expose
sensitive information, making them vulnerable to re-
identification attacks. These studies underscored the

analytics,

complex trade-offs between leveraging Al for financial
insights and ensuring the ethical handling of data,
pointing out that even well-intentioned Al applications
can unintentionally breach privacy when PII safeguards
are insufficient. Another key finding is the recognition
of the limitations within current privacy regulations, like
the GDPR and CCPA, in addressing the unique
challenges posed by Al applications in finance. Out of
the 90 reviewed articles, 50 explicitly discussed
regulatory inadequacies, with 80 citations underlining
the difficulty in aligning Al-driven data processing with
strict privacy laws. Researchers found that, although
GDPR and CCPA provide essential frameworks for data
protection, these regulations often fall short in adapting
to the pace and complexity of Al technologies. For
instance, Al models require continuous data inputs to
improve accuracy, which can conflict with data
minimization and retention principles mandated by
these regulations. As a result, many articles argued that
while current regulations are foundational, they are
insufficient for comprehensive PII protection in Al-
empowered financial systems, necessitating ongoing
adaptation to keep up with technological advancements.
The review also highlighted a strong consensus (75 out
of 90 articles) on the effectiveness of Privacy-by-Design
(PbD) and data governance frameworks as proactive
strategies to secure PII in financial Al systems. Cited
150 times, these articles demonstrated that embedding

Figure 10: Findings on Ethical Al in Financial Data
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privacy features directly into Al system architecture,
such as through encryption or federated learning, can
significantly reduce privacy risks. Privacy-by-Design
was shown to promote ethical considerations from the
early stages of Al development, encouraging financial
institutions to adopt a preventative approach rather than
reactively addressing privacy concerns. Furthermore,
data governance frameworks were noted as instrumental
in providing structured policies and protocols for data
management, enhancing accountability and
transparency. These findings underscore the importance
of integrating PbD and governance frameworks into Al
applications as a fundamental aspect of ethical Al
implementation in  finance. Interdisciplinary
collaboration emerged as another essential factor for
developing ethical Al in the financial sector, with 60 out
of 90 articles advocating for closer cooperation among
Al experts, policymakers, ethicists, and industry
practitioners. Supported by 110 citations, these studies
emphasized that achieving ethical Al applications in
finance requires a holistic approach that includes
technical, regulatory, and ethical perspectives. The
reviewed articles revealed that interdisciplinary teams
are better equipped to address complex issues, such as
balancing data accessibility with privacy needs and
developing fair algorithms that minimize biases.
Financial institutions that adopted interdisciplinary
approaches were reported to have more robust Al
systems capable of meeting both ethical standards and
regulatory requirements, indicating that collaborative
efforts enhance the sustainability of Al practices in
finance.

In addition, the findings indicate a growing interest in
adopting privacy-preserving Al techniques, such as
differential privacy and federated learning, as effective
solutions to mitigate privacy risks. A total of 45 out of
90 reviewed articles discussed these technologies, with
90 citations supporting their potential to secure PII
without compromising Al model performance.
Differential privacy, which adds statistical noise to
datasets, was highlighted for its ability to obscure
individual identities while preserving overall data
utility. Similarly, federated learning, which enables
decentralized data processing, was found to reduce risks
associated with data centralization and aggregation.
However, the reviewed articles also noted challenges in
fully integrating these techniques into financial systems,
citing issues such as computational complexity and
potential impacts on model accuracy. Nonetheless, the

adoption of privacy-preserving Al technologies was
identified as a promising avenue for advancing ethical
and secure Al applications in finance, highlighting the
need for continued research and development in this
area.

5 Discussion

The findings of this study underscore both the
transformative potential and inherent ethical challenges
of Al applications in financial data processing, aligning
with and expanding upon earlier research. Previous
studies have established AI’s capacity to enhance
operational efficiency and predictive accuracy in
finance (Kshetri, 2016). This review confirms these
benefits, revealing that Al-driven models can indeed
process vast amounts of financial data with remarkable
precision and speed. However, as Sun et al. (2019)
noted, these advancements come at a cost, primarily in
terms of data privacy and re-identification risks. The
current study corroborates these earlier findings by
showing that even anonymized datasets are vulnerable
to re-identification attacks when used in Al applications,
given the sophisticated data aggregation and correlation
techniques now in use. This reinforces the critical need
for financial institutions to adopt stringent privacy
measures, as the data processing strengths of Al
simultaneously introduce new privacy vulnerabilities.
Another notable aspect of this study is its examination
of the limitations within current privacy regulations,
particularly the GDPR and CCPA, which were designed
to protect personal data in digital environments. Earlier
research by Shang et al. (2020) highlighted the
regulatory gaps in handling AI’s unique demands,
specifically regarding continuous data access and
processing needs in machine learning models. The
findings here build on that analysis, revealing that
GDPR’s data minimization principle and CCPA’s opt-
out requirements often conflict with the data-driven
nature of Al. As Sun et al. (2019) suggested, these
regulations provide a necessary foundation but may not
sufficiently address the complexity of Al-enabled data
systems. The findings emphasize the need for ongoing
evolution in privacy laws to keep pace with Al
technology, advocating for adaptive regulatory
frameworks that account for AI’s dynamic and data-
intensive characteristics.
Privacy-by-Design (PbD) and data
frameworks are highlighted in this review as proactive

governance
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approaches that could potentially bridge the gap
between regulatory requirements and Al’s operational
needs, a finding consistent with Zhang et al. (2015)
research. The current study reaffirms the effectiveness
of PbD, showing that integrating privacy measures from
the outset aligns well with GDPR’s principles and offers
a practical solution for managing Al’s privacy risks.
Additionally, the role of data governance frameworks in
maintaining data integrity and ensuring accountability is
well supported, with this review noting that structured
governance can mitigate ethical risks and enhance
public trust. This finding aligns with earlier research by
Preis et al. (2013), which emphasized that data
governance structures are essential for upholding ethical
standards in Al applications, especially in sectors like
finance that involve high-stakes data. These frameworks
are increasingly viewed as necessary safeguards that
allow financial institutions to harness Al responsibly
while maintaining data privacy.

The importance of interdisciplinary collaboration for
ethical Al development, as emphasized in this review,
also builds on previous studies, particularly those by
Tang et al. (2019), who suggested that an integrated
approach involving Al experts, policymakers, and
ethicists can address Al’s multifaceted ethical issues.
This study affirms that interdisciplinary teams provide
the expertise needed to navigate complex regulatory and
ethical landscapes, enabling a more balanced approach
to Al deployment in finance. By combining technical
insights with ethical and regulatory perspectives, these
collaborations can help institutions develop fairer, more
transparent Al models. This study extends Yang et al.
(2021) findings by highlighting specific benefits of such
collaboration in financial contexts, where privacy
concerns are particularly pronounced. The findings
advocate for dedicated interdisciplinary panels within
organizations to address ethical challenges continually,
suggesting that sustained, collaborative efforts can
enhance the ethical robustness of Al applications.
Finally, this review’s findings on privacy-preserving Al
techniques like differential privacy and federated
learning reinforce earlier research by Dzielinski, 2012),
who identified these technologies as promising but
technically challenging solutions for securing PII.
Differential privacy and federated learning were shown
to offer effective safeguards for data privacy while
maintaining Al model accuracy. However, this review
also echoes the concerns of Fanning and Grant (2013),
who highlighted computational challenges and the

potential trade-offs in model performance. While
privacy-preserving techniques hold considerable
promise, they are not yet fully mature, and this study
suggests that further research is needed to make these
methods more practical for widespread adoption in the
financial sector. The findings advocate for continued
innovation in  privacy-preserving technologies,
reinforcing the idea that effective PII protection in Al
applications  will require both  technological
advancements and supportive regulatory frameworks.

6 Conclusion

This study highlights the dual-edged nature of Al
applications in financial data processing, where the
potential for enhanced predictive capabilities and
operational efficiency is tempered by significant ethical
and privacy challenges. While Al offers powerful tools
for data aggregation, analysis, and automation, its
integration into finance exposes personally identifiable
information (PII) to new risks, particularly through re-
identification and adversarial attacks. The findings
affirm the need for robust privacy protections, such as
Privacy-by-Design (PbD) principles and comprehensive
data governance frameworks, which proactively embed
data security into Al systems. Furthermore, the
limitations of existing regulations like GDPR and CCPA
indicate that current data privacy laws may be
insufficient to address the unique demands of Al in
finance, necessitating regulatory evolution that aligns
with technological advancements. This study also
underscores the importance of interdisciplinary
collaboration among Al experts, policymakers, and
ethicists to foster ethical AI practices that balance
innovation with public trust and regulatory compliance.
As privacy-preserving techniques like differential
privacy and federated learning continue to develop, their
adoption offers promising pathways for securing PII
without compromising AI’s performance. Ultimately,
addressing the ethical and privacy challenges of Al in
financial data processing will require a multifaceted
approach, integrating technical, regulatory, and ethical
perspectives to ensure responsible and trustworthy Al
deployment in finance.
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